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PTP has recently worked with two of our clients on initiatives to deploy the Cisco Adaptive Security Virtual Appliance (ASAv) 
into their Cloud environments to allow for the secure migration of on premises workloads as well as encrypted VPN 
connectivity to their business partners and end users. ASAv is the virtualized version of the Cisco ASA appliance that is 
deployed as a virtual machine in your cloud environment. A major benefit of using ASAv is that it runs the same software as 
the physical ASA that has years of proven success providing highly secure remote access and firewall services. Business are 
looking to leverage public cloud providers for on demand capacity and the agility to change as business requirements dictate. 
The two case studies below are good examples of how an organization can leverage existing skill sets and proven 
technology to build scalable and highly secure environments in the cloud.

Case Study #1
A medical record SaaS provider with a growing presence in AWS made the decision to move the rest of their on-premises 
workloads to AWS. In addition to migrating applications for older server hardware it meant moving hundreds on VPN 
connections terminated on physical ASA appliances in their existing data center to their AWS environment. Due to the 
sensitivity of the information our client works with, highly secure VPN services were needed to meet their HIPAA compliance 
requirements. The ASA software has been protecting these types of environments for customers around the world for years, 
so our customer and their client were comfortable with using the ASAv solution.

Since the ASA and ASAv use the same code and provide the same VPN functionality, migrating the configuration to the 
cloud-deployed ASAv instances was quick and easy. The bulk of the work was spent working with the client’s business partners 
to reconfigure the far-end VPN devices to connect to the new ASAv in AWS. This migration was completed over the course of 
a few weeks with little downtime during maintenance windows.

The ability to quickly deploy Cisco ASAv into their AWS environment allowed them to provide a compliant, highly secure, VPN 
connectivity to their customers.  This has enabled our client to decommission their aging physical server infrastructure and 
provide their customers with secure, highspeed, connectivity to the applications they need to use. Their AWS environment as 
well as their VPN services can scale up or down as demand fluctuates or business requirements dictate.

Case Study #2
A large hosting provider was looking migrate all of their IT assets from their many offices to Microsoft Azure. The recent 
work-from-home situation caused by the coronavirus and government mandated social distancing policies resulted in 
convincing our client that they could effectively run their business remotely. As a result, they wanted to accelerate their plans 
to move more applications to Azure to better support users working from home. Our client had hundreds of remote workers 
that were using the Cisco AnyConnect client to VPN back to corporate IT systems around the world. The customer needed 
the flexibility for end users to access applications in Azure and on premise during their cloud migration without having to train 
end users on a new VPN client or deploy new VPN software to end user devices.

The decision was made to deploy Cisco ASAv into their Azure environment to provide flexible, highly secure remote access 
services to their end users. This now allows our client to expand, contract, or shift their VPN resources as needed while spanning 
their existing physical and growing public cloud infrastructures. The security team at our client were already accustomed to 
managing ASAs, so no addition training or tools were required.  All of this was done using a consistent security policy across 
both physical and cloud-based firewalls.
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